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Interesting open source article covered in the Cyber brief this morning... 

A. (U) New Tool Disguises TOR Traffic as Skype Video Calls 

• (U) A team of researchers has created a plug-in for The Onion Router (TOR) clients called SkypeMorph, which uses 

traffic shaping to convert TOR packets into UDP packets used by Skype. 

(U) The purpose of this software is to make individuals who are exchanging information via TOR appear to be making a 
Skype video call with each other. The software was designed in response to Internet monitoring and censoring efforts by 
China, Iran, and other countries. Disguising TOR exchanges as Skype calls would hypothetical^ require such 
governments to censor Skype traffic in addition to TOR traffic. 

• (U) Source: Ars Technica 

• No associated cases identified. 
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Good Morning, 

The Cyber Intelligence Executive Daily Brief is now available at the following link: 
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